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Problems Using Cellular Networks for
Video Survelillance Uploads, and the
Advanced IP-based, Ultra Low Bandwidth,
Boundless Security System™ Solution
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How EVDO Cellular Towers Provide Data Bandwidth

* mobile devices sensitive to fading,

reflections, distance from tower, number.’

of active users in cell g
* mobile devices move in and out of cells,

affecting data rates of other users in Gells

when capacity is scarce '

« devices near tower use network most

efficiently and have highest speeds and",

use least tower bandwidth

* devices further from tower use network
less efficiently and have slower speeds
and waste tower bandwidth that could be
used by other devices

1. http://www.cdg.org/resources/white_papers/files/Capacity%20Dec%202005.pdf

s coverage provided in 3 x 120° sectors per tower

. e amount of instantaneous data bandwidth in each

sector limited, depends on many complex factors

« uplink and downlink speeds independent

o for PCS, 1850-1910 MHz is used by mobile devices
to communicate with tower, and 1930-1990 MHz is
used by tower to communicate with mobile devices

» bandwidth allocated by FCC in 1.25 MHz channels

« individual carriers assigned certain 1.25 MHz
channels in each region, not entire PCS band

* a particular 1.25 MHz channel is assigned by carrier
to either data or voice but not both; voice channels
must be sacrificed to have data channels

» average raw physical layer uplink speed with EVDO
Rev. A in 2006 using 5 MHz band is 1.5-1.6 Mbps!

» multiple mobile devices share same channel

* rarely economical for carrier to use all available 1.25
MHz channels in each sector

 speed of backhaul network between towers and to
Internet affects uplink of mobile devices

o critical factors are sustainable uplink per channel per

*. sector and number of channels available for data
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USE OF CELLULAR DATA NETWORKS FOR VIDEO
SURVEILLANCE UPLOADS (1 of 2)

PROS

Cellular networks are most-widely available, public wireless network

No need to design, install or maintain a dedicated wireless network for digital video surveillance
provided bandwidth needs and total data transfer per month are not excessive

Support both uplink and downlink roaming at highway speeds across large distances

CONS

Cellular network capacity is sized for intermittent Internet traffic, not continuous traffic used by
video streaming, IP-video cameras and IP-video encoders with remote / centralized recording

Network operators generally prohibit use for video streaming uploads due to large data transfers
Packet loss, latency and speed of cellular networks often 1,000 times worse than wired networks

Peak speed of cellular uplinks is limited, sustainable uplink speed is far less; sustainable uplinks
for COMA EVDO Rev 0 in USA are often only about 128 Kbps, and EVDO Rev A somewhat
faster, but can be much less?

Rarely sustain more than about 1/3 of the peak uplink! except when service is new and there are
few users; short-term (seconds) cellular-network-wearout phenomenon reduces it even more
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USE OF CELLULAR DATA NETWORKS FOR VIDEO
SURVEILLANCE UPLOADS (2 of 2)

CONS, cont.

Even if location of video upload is stationary, uplink speed varies rapidly and unpredictably as
mobile users move in and out of cells in cellular network

In mobile uploads, cellular signals drop out due to tunnels, hills, obstructions, reflections, fading...

Peak speed is not the only performance factor -- total aggregate data bandwidth per 120° sector
of a cell phone tower is limited by choice of cellular technology, number of 1.25 MHz RF channels
allocated to data, backhaul between towers, and speed of ultimate connection to the Internet

Wide variation in cellular network protocols, frequency bands, speeds and access control not only
within USA but also worldwide, requires careful selection of cellular modem or router per locale

Video uploads conflict with VolP uploads due to limited uplink bandwidth

Bandwidth throttling by carrier of prolonged, high data rate streams cripples streaming video
uploads

Many cellular networks outside the USA support only non-routable, mobile-originated (mobile user
can access Internet) not routable, mobile-terminated (Internet can access mobile user) operation
to protect network integrity, stopping use of most mobile IP-video cameras and IP-video encoders

Low data rates make devices on wireless links easy targets for Cyber denial-of-service attacks
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USE OF CONVENTIONAL IP-BASED, VIDEO STREAMING
SYSTEMS ON CELLULAR NETWORKS (1 of 2)

PROS

 Easy to connect a single IP-video camera or IP-video encoder to cellular modem
* IT department can manage servers, mass-storage and software required for central recording

CONS

 Highly compressed (MPEG-4) video streaming fails when there is insufficient uplink

 IP-video cameras and IP-video encoders designed for wired networks, but packet loss, latency
and speed of cellular wireless networks often 1,000 times worse than common wired networks

 Must limit number and data rates of active streaming uplink devices per 120° sector of cell phone
tower, and must consider total number of 1.25 MHz RF channels per sector available for data

* High cost, size and power use of servers, mass-storage and software for central video recording

*  Cyber security risk of opening network with recording servers to incoming IP-video streams

*  Quality of centrally recorded video very limited and unreliable

— Nothing is recorded if live video does not reach it because link is too slow or has dropped out

— Only small fraction of video can be recorded -- each 640x480 video stream at 10 fps using
MPEG-4 requires about 1 Mbps with limited motion, or 5 Mbps using MJPEG with any
motion, but sustainable uplinks for CDMA EVDO are far less -- only about 128 Kbps?

— Requires continuous network traffic at maximum sustainable rate for best centralized
recording, not the sporadic Internet traffic cellular data networks are designed for
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USE OF CONVENTIONAL IP-BASED, VIDEO STREAMING
SYSTEMS ON CELLULAR NETWORKS (2 of 2)

CONS, cont.

IP-video camera or IP-video encoder is only a device, not a system

Motion detection parameters determined by IP-video cameras prior to events gives only binary list
of motion events, and post-recording seaching with new motion parameters is very slow

Ability to perform centralized image understanding is limited due to need to compress video at the
source, communicate it, and decompress it at the destination for processing, introducing delay,
creating compression artifacts that confuse content analysis, and wasting CPU power

Requires mobile-terminated operation (remotely accessible server) for remote access and control
Often use static IP addresses or public dynamic name servers at risk of denial-of-service attacks

High density of users for Public Safety incidents greatly reduces bandwidth available to each
camera due to limited total bandwidth per sector of cellular network towers

MJPEG compression instead of MPEG-4 provides graceful degradation of video quality / frame
rate as available bandwidth reduces but at the high cost of about 5x bandwidth per frame

Hard to remotely control PTZ cameras due to very low frame rates (sec/frame) at high resolution,
reducing resolution or clarity to increase frame rates sacrifices quality of recorded video

Impractical to use a single cellular uplink for remote access to multiple cameras simultaneously

Sites and cameras are identified by IP addresses and port numbers, not meaningful names

© 2007 Boundless Security Systems, Inc. (BSSI)
3 Simm Lane, Unit #1F « Newtown, CT 06470 USA
tel. 203-445-0562 « fax 203-445-0564
sales(at)Bound lessS.com « www.BoundlessS.com



Boundless Security Systems, Inc. 7or9

sharper images with better access and easier installation

BOUNDLESS ULTRA LOW BANDWIDTH, VIDEO-ON-DEMAND,
IP-BASED SOLUTION FOR CELLULAR NETWORKS (1 OF 3)

Solves bandwidth problems of IP-video cameras and IP-video encoders on cellular networks
Uses bandwidth-saving, video on demand, not bandwidth-hogging, video streaming

Boundless’ system-level solution avoids need for central servers, recording and software, and
avoids Cyber security network problems of incoming video streaming

Continuous, near-camera recording, with multiple resolutions, frame rates and data rates simul-
taneously, decouples speed of wireless uplink for live video, from quality of recorded video

Boundless has unique experience with CDMA and GPRS cellular uplinks on four continents,
including providing live and recorded video uplinks from vehicles travelling at highway speeds

Boundless’ ultra low bandwidth, advanced IP-based (not conventional IP-based), Multi-Stream
Video Server provides a 2- or 4-camera, mobile video acquisition, record, forward and search
server that decouples quality of live remote video from quality of delayed / recorded video

Boundless’ turn-key, ultra low bandwidth Nail-and-Go™ video surveillance pod in a weatherproof
outdoor housing is easily used, 2-camera system with continuous internal recording, built-in PTZ
camera, built-in wide angle fixed camera for situation assessment (providing video to assist users
in aiming paired PTZ camera), and built-in cellular modem; low power dissipation at 10 to 16 VDC
enables it to be run from large external batteries for days; certain models can use and control
external cameras in place of one or both internal cameras
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BOUNDLESS ULTRA LOW BANDWIDTH, VIDEO-ON-DEMAND,

IP-BASED SOLUTION FOR CELLULAR NETWORKS (2 OF 3)

Boundless’ optional Live Alerts software in Multi-Stream Video Server divides each camera
image into 128 blocks, watches for motion in selected blocks so people don’t have to, and uses
Instant Messanger-like messages to avoid uncertainty of e-mail delays in event notification

User can rapidly switch from live video whose quality is limited by a slow uplink with varying speed,
to recently recorded / delayed video whose quality is not limited by the speed of the uplink

Boundless’ Hyper Rapid Access Video File System provides fast remote access to video recorded
as little as 5 seconds ago; no wasted time moving or parsing large video files with long duration

Up to ten internal IP-video streams per camera, with different resolutions, frame rates and com-
pression parameters satisfy competing needs for situation assessment (typ. 160x120), monitoring
(typ. 320x240), investigations (typ. 640x480), stationary and moving cameras, live, delayed and
recorded video, and video analytics

Typically provides live remote video at 320x240 @ 15 fps, or four cameras simultaneously at
160x120 @ 15 fps/camera, in a total of 128 Kbps cellular wireless uplink for stationary cameras, or
about 20, 160x120 @ 15 fps streams / 120° sector / 1.25 MHz RF channel for EV-DO Rev. A

Ultra low bandwidth not only enhances uploads but also downloads for remote and mobile viewing

Supports routable, mobile-terminated operation and optional, auto-configuring, mobile-originated
operation over non-routable networks (requires Boundless’ Tunneling Broadcast Server)
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BOUNDLESS ULTRA LOW BANDWIDTH, VIDEO-ON-DEMAND,
IP-BASED SOLUTION FOR CELLULAR NETWORKS (3 OF 3)

Supports dynamic IP addresses using private Boundless Dynamic Name Server to minimize risk
of Cyber denial-of-service attacks on both wireless uplinks and name servers

Boundless’ optimized MPEG-4 requires only about 20% of bandwidth of MJPEG for stationary
cameras with comparable image quality

Configurable buffering and extensive video stream parameters provide frames/sec and low
latency for remote cellular wireless control of PTZ cameras, and for critical real-time viewing

Uses economical analog CCTV cameras, IP-video cameras with an analog video output, and
optionally, multi mega pixel, USB digital cameras

Rapid remote, post-recording searching of hours of video in seconds with new motion parameters
Sites and cameras identified by meaningful names, not IP addresses and port numbers

Able to record the same video stream internally and externally simultaneously for redundancy
Wide-screen video slice mode avoids wasting bandwidth on useless parts of images

Ultra low bandwidth greatly reduces infrastructure requirements on cellular networks, avoiding
need to up-size the network for streaming video uploads or to reduce recorded video quality
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